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9 SETECS, Inc. SETECS OneCARD™

Complete Smart Card System supporting Identification,

Authentication, Physical and Logical Access Control
Applications, compliant with FIPS 201 Standard

SETECS OneCARD™ Components:
 Middleware

PIV Card Management System

* Applets

Logical Access Control Applications
Smart Card APls
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& ... PIVSystem and SETECS OneCARD™ Components 3

SETECS OnePKI™
or any other CA Server

r PIV System Subsystem
and reader PIV Front-End
- r Related Subsystem
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5 SETECS OneCARD™ — Middleware

Applications

Java

Smart Cards
Administration

@ a8 Other C/C++

E L4 [ Applications
[2] Netscape Af] Explorer

Metscape Outlook | — |

teszenger Express

v v

PKCS11-2-BSI| |CAPI-2-BSI IE CSP

|

Generic Smart Card Applications

Basic Services Interface ( BSI) APIs
PIV Client Application Interfaces

Open Card Framework (OCF) Services

Terminal
Services

Files
Services

Crypto and
Signature

Services

Applet

Al

pp.let Management

Services Servi
ervices

APDU Layer (ISO 7816 APDUs, GSC and PIV Applets APDUs)

PC/SC or other native drivers

$ APDUs (ISO 7816, GSC, and PIV)

v v v v

CAC Card GSA Card PIV Card SETECS Card
(Applet system)  (Applet system) (Applet system) ( Combined )

v

WAP Card
( PKCS#15)

[

v

AMEX
Blue Card

[ &

v

VISA
Smart Card

[ &

SETECS OneCARD™
Middleware

Hardware

« Card-Edge interface, PIV client interface, PIV Authentication protocols,
IE CSP, Java OFC SC methods, C-language BSI/PIV additional utilities

« Multiple contact and contactless smart cards and readers
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s srees,me. OE TECS OneCARD™ — PIV Card Management System

5

£ SETECS Security System - Logged in as: admin

Start  Fegistration Authorization BEEGAE=GEN Certificates  Settings  Audit Log

ﬂﬂﬁﬁi ;.t gg Issue Card g@@m B

Format Card
i SETECS

Local System
Orehdan

ard Login

£ SETECS Security System - Logged in as: admin
Start  Registration  Autharization  Smark Cards  Certificabes  Settings  Aodit Log

saeldshl B EIN & AEO ES30 @

ik SETECS A
gmcal Syatem Please select the data model

OneMAN

CAC Data Model

CAC Data Model

(GSC Data Model
Pl Data Mocel

l Ok l l Cancel

« Full smart card life cycle
« Choice of CAC, GSC, or PIV data models for backward compatibility

* Integrated with the SETECS OneMAN™ for identity management,
credential authentication and authorization
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srees,me. OE TECS OneCARD™ — PIV Card Mgmt. System (cont.)

SETECS Security System - Logged in as: admin

Start  Registration  Autharization  Smart Cards  Certificates  Settings  Audit Log
mdsb BNEIN % AHO ESIIO G
&k SETECS !
+ Local System
= Cnetar

® EREgiS“ErEdUSEFS
® DRegis‘IerstErvers
=
=

Deleting existing spplets in the smart card ..

Directory Applet instance A0000001162000 successTully deleted

% OnePkl Applet instance AD0DD0D01163000 successfully deleted

= =1 Applet instance A0000001160B00 successfully deleted
= 4Pl Card Applet instance AD0D0001165000 successfully deleted

Applet instance A0000001162100 successTully deleted
Applet instance A0000001160033 successfully deleted
Applet instance A0000001160032 successTully deleted

S | Aplat Instances
General Infarmation

=| KECE Certificate
=] capaiity file

Applet instance A0000001160031 successfully deleted
Applet instance 0000001160002 successTully deleted
Applet instance A0000001164000 successfully deleted

[Z] card Informetion

é Personal Information
E RSA Key Generation
E RSA& Signing

Applet instance A0000001160001 successfully deleted
Applet instance A0000001163000 successfully deleted

+
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I Applet file 400000011 60000 successfully delsted
| Applet file D27E0000054A04038001 04 successfully deleted
I Applet file D2760000054AFFCAFEOODT successtully deleted
| Applet file AD000000030000 successfully delsted

g Login I Applet file A0000000620201 successfully delsted

[£] access contral File | Applet file A0000000620102 successfully deleted
I Applet file 0000000620101 successfully delsted
| Applet file ADOD000062000 successfully delsted
+
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|

Loading full package with new applets. Please wait ..
The package A0000001160000 successully loaded.

Unpackaging and installing individual apalets ..

Message

Applet instance A0000001162000 successfully installed
Applet instance 0000001169000 successtully instslled
Applet instance A0000001160B00 successully installed
Applet instance 0000001165000 successtully instslled
Applet instance A0000001162100 successfully installed
Applet instance 0000001160033 successtully instslled
Applet instance A0000001160032 successfully installed
Applet instance 2000000116003 successfully instslled
Applet instance A0000001160002 successfully installed
Applet instance 0000001164000 successtully instslled |

Smart card successfully formated |

Applats have besn loaded Inte the card

Lo |

« Efficient PIV card formatting:
— Existing applets detected and removed
— PIV applets loaded and instantiated
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5 SETECS OneCARD™ — Applets

4 SETECS Security System - Logged in as: admin - |EI|5|
Start  Registration Authorization  Smart Cards  Certificates  Setkings  Audit Log

PIV mandatory and optional data objects:

\ Card Capability Container
==_APN Card Card Holder Unique Identifier

IJEI—_j Applet Instances . .
00000011 6000060110100 X.509 Cert for PIV Authentication

=] 400000011 60000601 00100 Card Holder Fingerprint |
=| A00000011 6000009 0201 00 Card Holder Fingerprint "

Z| 400000011 E0000DEOOD 00 S ritv Obiect
| 40000001 160000300001 00 ecurity Ubjec

=| A0000001 1600000901 0100
=| RS54 Applet For Key Managetment Cerificate Card Holder Facial |mage

=| A0000001 16000009 0001 00 Printed Information
=| REA Applet For Authertication Certificate

=| R=a Applet For Digital Sigrature Certificate X.509 Cert for PIV Digital Signature
=| Login X.509 Cert for PIV Key Management

X.509 Cert for Card Authentication

e Fully compliant with CAC, GSC and PIV data models

 Extended with full PKI certificate chain:
— Four CA certificates and two user certificates stored on the smart card

— Enables user mobility
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5 SETECS OneCARD™ - Certificates 8

/ )V»‘(; — ? L
Security Admin SETECS
OneMANTM

Server Reglstratlon LDAP/X.500
Directory

SETECS CA

Certificate
Request

SETECS
CSP

Private Key
Public Key

Handling full PKI certificate chains
Support multiple PKI certificate authorities
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s srees,me OE T ECS ONneCARD™ — Logical Access Control Applications o

Smart Card Login

Login Password / PIN
s User name : [seaa _3
EETEES User PIN/Password :
- User password : | SETECS
L] ) .
Login Smart card login
[ ok | [ cancel ][ usePasswar o

£ S o

&«f’.\ SETECS

R
‘\\v.
S er\ SETECS —
Client

» Microsoft Windows™ login
« Secure Email (S/MIME) for Microsoft Outlook™
« Secure browser (SSL) for Microsoft Internet Explorer™
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5 SETECS OneCARD™ — User Mobility 10

<2 Browser, Certificate Download Page - Microsoft Internet Explorer provided by Comcast

File Edit Wew Favortes Tools Help o
Iﬂ ﬂ O Search . Faverites 6-‘1 =" - ‘;‘i
address |87 CribemplcertTest html v|B)w | unks ®

Browser Certificate Download Page

&

New user certificate created.Please click on the "Download" button te install your
certificate.

[ Load Cerificate To Smartcard ]

Fead Certificate From Smartcard

Info:Problems to connect to Certificate Divectomee™Flease try another time.

SETECS
/’ OneCARD™ \ﬁ

Private Key
Public Key

Private Key
Public Key

« Full PKI certificate chain stored in the card enables user mobility and
cross—domain single sign—on protocol
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9 SETECS, Inc.

SETECS OneCARD™ — Smart Card APlIs

11

Java OCF object methods:

PIV Client APIs:

GSC Basic Services Interface:

PIV Card Application CCI:

Four levels of smart card APls

oneCARD = OneCARD.newInstance() ;
oneCARD.close() ;

oneCARD.selectApplet ("A0000001162000") ;

oneCARD.chekPIN(“12345678") ;

pivConnect ()
pivDisconnect ()
pivSelectCardApplication ()
pivLogIntoCardApplication ()

gscBsiUtilConnect ()
gscBsiUtilDisconnect ()

SELECT
GET DATA
VERIFY

Easy integration with complementary access control systems
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s SETECS, Inc.

PIV Card Features — Status and Plans

12

PIV Card Class
Feature Requirement Initial | Trans Full
As in existing Card v
Interfaces Contact v v
Contactless July August
CHUID v v v
PIN v v v
PIV S Facial Image August August
Authentication _ : _ . " T
Elements Fingerprint Biometric uly uly
PIV Authentication Key v
ICAO LDS MRZ N/A
GSC-IS 2.x v v
Card Edge
SP 800-73
Middleware GSC-IS 2.x (No Changes) 4 v
Compatibility SP 800-73
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9 SETECS, Inc. SETECS OneCARD™ _ PIV Roadmap 13
PIV — Part 3
« Card APIs
PIV — Part 3 .«  PACS
* Client APIs integration
PIV — Part 3 - Data types «  Facial image
* Data Objects || . Contactless authentication
PIV — Part 2 * PIVAuth «  Biometrics PIV — Part 3
e GSC-ISv2.1 protocols (fingerprint . Certification/
. PACS 22 * Certificates authentication) verification
.  BSI * Userlogin :jneitriJIaclyment
: CHUID ) g;rngt - Integration with
* Initiation customers’
«  Personalization USRS
«  Windows™ login
l l l l =
May 05 Jun 05 Jul 05 Aug 05 Sept 05
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5 e SETECS OneCARD™ — Summary

14

* Complete PIV smart card systems with key
components - middleware, applets, PIV card
management system, logical access control
applications, APls - for FIPS 201 implementation

* Available now with timely roadmap for immediate
HSPD-12 deployment and API integration with
existing systems and processes
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